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          Office Hours
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E-mail: study@fit.vut.cz

Any e-mail communication should be addressed to study@fit.vut.cz.
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    NFA Reduction for Regular Expressions Matching Using FPGA
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                Czech title
            

        

        
            
                Redukce NKA pro vyhledávání řetězců popsaných regulárními výrazy v FPGA
            

        


        
            
                Type
            

        

        
            
                conference paper
            

        


        
            
                Language
            

        

        
            
                english
            

        


            
                
                Authors
                

            

            
                
                    Košař Vlastimil, Ing., Ph.D. (DCSY FIT BUT)
                    

                    Žádník Martin, Ing., Ph.D. (DCSY FIT BUT)
                    

                    Kořenek Jan, doc. Ing., Ph.D. (DCSY FIT BUT)

                

            



        
            
                Keywords
            

        

        
            
                FPGA, NFA, Reduction, Regular expressions matching



            

        


        
            
                Abstract
            

        

        
            
                Many algorithms have been proposed to accelerate regular expression matching via mapping of a nondeterministic finite automaton into a circuit implemented in an FPGA. These algorithms exploit unique features of the FPGA to achieve high throughput. On the other hand the FPGA poses a limit on the number of regular expressions by its limited resources.

In this paper, we investigate applicability of NFA reduction techniques - a formal aparatus to reduce the number of states and transitions in NFA prior to its mapping into FPGA. The paper presents several NFA reduction techniques, each with a different reduction power and time complexity.

The evaluation utilizes regular expressions from Snort and L7 decoder. The best NFA reduction algorithms achieve more than 66% reduction in the number of states for a Snort ftp module. Such a reduction translates directly into 66% LUT and FF saving in the FPGA.
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