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                With the increased amount of data transferred by

computer networks, the amount of the malicious traffic also

increases and therefore it is necessary to protect networks

by security systems such as firewalls and Intrusion Detection

Systems (IDS) operating at multigigabit speeds. Pattern matching

is the time critical operation of current IDS. This paper deals

with the analysis of regular expressions used by modern IDS

to describe malicious traffic. According to our analysis, more

than 64 percent of regular expressions create Deterministic Finite

Automaton (DFA) with less than 20 percent of saturation of

the transition table which allows efficient implementation of

pattern matching into FPGA platform. We propose architecture

for fast pattern matching using perfect hashing suitable for

implementation into FPGA platform. The memory requirements

of presented architecture is closed to the theoretical minimum

for sparse transition tables.
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