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Partial Determinization of Finite Automata

This work focuses on the topic of optimization of finite automata (FA) for use in hardware-based
processing unit used for wire-speed pattern matching in the data of packets on high-speed networks.
Typical use case is a network intrusion detection system (NIDS), which classifies packets according to
a set of regular expressions (RE). Focusing on FPGA chips, there are specific requirements including
use of parallelism to achieve desired throughput of data processing and maintaining reasonable usage
of resources of an FPGA chip (memory blocks, logic, and flip-flop registers). Usage of resources is
influenced by the method of implementation and number of FA states and transitions used.

There is a major difference in implementation of NFA and DFA within an FPGA chip. An NFA is
typically implemented in logic elements and flip-flop registers, allowing more states to be active at the
same time. This approach is logic-intensive. An DFA is typically implemented using memory blocks
and a hashing scheme for determining next state. This approach is memory-intensive. Since the input,
i. e. the set of REs, can be converted to an NFA, one can think about using the NFA approach.
However, there is an issue with the amount of logic while processing more input symbols at the same
time, which is a need to achieve required throughput. Another approach would be conversion of the
NFA into a DFA. However, there are cases that cause state explosion (e. g. indefinitely-repeating
wildcards), which leads up to exponential growth of the number of states of resulting DFA. This is the
reason for considering another approaches.

There are several approaches based on division of original NFA into multiple FAs. [1] introduced an
approach with a central DFA cooperating with several NFAs called hybrid-FA. However, it suffers from
several shortcomings including possibility of decrease in throughput. [2] and [3] introduced an
approach with a central NFA cooperating with several DFAs called NFA Split. An algorithm to find an
equivalence relation on the set of states of original NFA (division into an NFA and multiple DFAs) was
established. However, based on experiments, it was found out that the first generated DFAs has much
more states than the other ones, which is undesirable feature considering memory requirements for
implementation of each DFA in an FPGA chip. This work deals with analysis of merging the other
DFAs with the first generated DFA with the most states in NFA Split approach to optimize the overall
FA in terms of implementation in an FPGA chip.
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