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 ABSTRACT 
This paper deals at the beginning with the combination 
of more biometric technologies for access systems and 
describes the rules for combination of different biomet-
ric systems. Next, pros and cons of biometric systems 
are discussed. Further, design of the biometric security 
system is introduced. This system makes possible the 
generation of biometric keys that can be used for cryp-
tographic tasks. The estimations of fingerprint and 
speech robustness (entropy) are described. At the end is 
discussed the practical usage of this system. 

1 INTRODUCTION 
It has been quite a long time since the first biometric 
systems were introduced and until now they have not 
become widely used. This holds true especially in case 
of the security systems using biometrics. Though the 
popularity of the biometric systems is not at a high level 
yet, they are supposed to be very important in a short 
time. What could make them popular then? Why should 
they play a main role in the security systems? 

Like many other technologies, the Biometric Se-
curity Systems (BSSs) have some advantages and dis-
advantages. It is usual and it is necessary to ask some 
important questions before a BSS is applied. The ques-
tions may be: 

•  Which object should be protected? 

•  How valuable is the protected object? 

•  Where should be the BSS installed? 

•  How strong should be the protection? 

•  Will the BSS pay off? 

These and many other questions will have to have been 
answered before a BSS may be installed. It is useful to 

look at the advantages and disadvantages of the BSSs to 
make a correct decision. 

1.1    ADVANTAGES 
Reliability and uniqueness: the BSSs are supposed to be 
very reliable. Reason for this is the uniqueness of some 
human features used in the process of authentication in 
the BSS. These features may be divided into two 
groups. The first group contains physical attributes, 
among which, e.g., fingerprint, face, iris, retina and 
hand geometry, may be included. The second group 
contains behavioral attributes, among which voice, 
signature, movement characteristics (walk, lips or hand 
movement, etc.), and others may be included. 

Security: the BSSs are very safe and the protected 
devices and services are only hardly to be misused due 
to the biometric protection. The biometric features can 
be acquired only from the authorized individual. E.g. it 
is only possible to get the fingerprint in case the author-
ized human is at the place of identification. You may 
oppose that it is possible to cut off the finger and to try 
to cheat the fingerprint scanner. Yes, it is possible, but 
not in every case. It strongly depends on the strength of 
the BSS and on the quality of the scanner. Nowadays, it 
is possible to use such a scanner that measures whether 
a blood is circulating through the finger, which is being 
scanned (called aliveness recognition). This assures at 
least that the human who is identified is still alive. The 
same may be said of the speaker verification by his 
voice. Now you can oppose that it is possible to record 
the voice and try to cheat the BSS using the recording. 
Again yes, it is possible, but again it depends on the 
quality of the BSS. The BSS may be trained to recog-
nize only an exactly by an authorized user specified 
voice password, which increases the security. Unfortu-



nately, the password may be listened in and then the 
authorized user may be forced to say the proper pass-
word, which may be then recorded and misused. But 
again a good BSS is able to recognize this by recogni-
tion of the stress occurrence in the voice. The user being 
forced to say the password is stressed and this fact may 
be recognized. When a human is speaking, under the 
stress, the voice features are changed and there is no 
way to affect this willfully. 

Scalability: the individual biometric systems may 
be connected together to build a multibiometric authen-
tication system. This may include standard login, voice 
login, fingerprint login etc. These stages of the login 
process increase the security of the whole system. 
Should one of them fail or be cheated the others are able 
to negotiate the possibility of the break through. The 
possibility of a break through decreases with the count 
and strength of each of the login stages. 

1.2     DISADVANTAGES 
Exactingness: some of the features are very exacting to 
acquire. These features may be very exact and unique 
but they are difficult to acquire. Among them could be 
included e.g. the DNA. Though the DNA is unique for 
every individual, it is very difficult to extract and ana-
lyze it quickly and the DNA processing is a bit expen-
sive as well. 

Difficult implementation: it is very difficult to im-
plement very reliable BSS. Nowadays teams of devel-
opers and researchers are working on the safe and reli-
able implementation of the BSS. Some parts of the BSS 
have been already finished � the fingerprint recognition, 
the face recognition and partially the speaker recogni-
tion, but these systems are standalone and the security 
of them is not as high as it could be. The dissertation 
thesis will discuss on some possibilities of unification of 
the single types of the biometric recognition. A complex 
BSS is developed, result of which should be a safe BSS 
with a strong multi-biometrical authentication. 

Cooperation unwillingness: some humans are not 
happy with acquiring their biometric features. Results of 
the public inquiry being gone ahead recently show that 
the most people dislike scanning their retinas. A lot of 
them dislike scanning their fingerprints and faces and 
the least of them dislike recording of their voices. It is 
clear then that it would be very useful to develop a reli-
able technology based upon the speech processing. The 

most of us are ready to let the machine analyze our 
voices rather than anything other. 

Inconstancy: the human voice is not constant dur-
ing the whole life. Let us emphasize the changes of the 
voice by the teenagers. But aside should not stay the 
influence of the illnesses or psychological condition of a 
human. This may be the greatest difficulty. 

Pros and cons discussed above are only the main 
of all, of which you can find out, but these should en-
able to get the imagination of the BSSs. 

2 DESIGN OF A BSS 
Usually, one-stage biometric security systems are ap-
plied to provide the security services and protection. 
The one-stage systems consist typically of two hardware 
components. These components are an input device and 
a processing unit. 

Among the input devices belong: scanners (fin-
gerprint, palm, retina or iris scanners), microphone, 
special sensors (odor or thermal sensors) and many 
other devices. These devices serve to acquire the pri-
mary biometric attributes. The primary biometric attrib-
utes may be, e.g., fingerprint scan, thermal scan or 
speech signal. Then, data acquired from the input de-
vices are sent to the processing unit. 

The processing unit may be a built-in or external 
device, which is responsible for the further processing 
of the input data and a final decision. The input data are 
got from the input devices and the final decision is usu-
ally an answer to a question, which may be: �Is the 
unknown individual really the one, who he/she is claim-
ing to be?� (a typical verification task). The processing 
unit may be for example a computer with an appropriate 
application or a built-in processor of a smart card. Both 
the external and built-in solutions have their pros and 
cons. The external solution is cheaper but it provides a 
weaker protection, because the communication channel 
between the input device and processing unit may be 
wiretapped and the data may be misused. On the other 
hand the built-in solution is more expensive but the 
protection is better than in the external solution case. 
The decision between these solutions depends on the 
concrete application and requirements of the user. 

Though the protection strength of the external so-
lution is not high, is this solution used more than the 
second one. The weakness of the external solution may 
be solved in some ways. E.g., one possibility is to enci-



pher the information sent through the communication 
channel using a symmetric key generated from the bio-
metric features. Another problem like this one may be a 
storage problem. Assume the asymmetric cryptography. 
You get a private key, which must be stored somewhere 
(usually on a storage device). If the storage device was 
stolen then the private key would be misused, which is 
of course unwanted. This may be solved like the first 
problem � by enciphering of the private information 
using a symmetric biometric key. 
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Fig. 1: Administrator biometric key generation for 
fingerprint and speech technologies 

 
Main goal of the above mentioned solution is to 

generate a symmetric key � see Figure 1. The key is a 
combination of vectors acquired using all the biometric 
technologies. Each of the biometric technologies should 
generate limited amount of vectors, which will be then 
considered as the biometric cryptographic keys. Then, a 
hash function should be calculated for each of these 
keys. This hash may be stored on storage (on a smart 
card, a USB token, an SD card, a server, etc). An advan-
tage of this will be that the storage will not contain any 
secret information, since the features of the biometric 
attributes will not be stored. 

Every private information key (in Fig. 2 as data D 
labeled) will be encrypted using the biometric key gen-
erated from the given biometric attributes (e.g. finger-
print, voiceprint). The whole information may be then 

saved in a public database. This database may be unlim-
ited in access, because it does not contain any secret 
information � see the basic cryptographic rules (hash is 
one-way function, the encrypted information is indeci-
pherable without having the key and the biometric keys 
used to the encryption are not stored). 

The comparison (next usage) will be done via the 
hash values. When a user is about to log in, he/she 
claims his/her identity and then provides some biomet-
ric information to be authenticated. If the verification is 
performed only, then one biometric attribute is enough 
(i.e. fingerprint or voice). Upon this biometric attribute, 
certain set of features will be acquired. From this set, a 
subset of vectors will be generated, and this subset will 
be considered as biometric cryptographic key. Finally, 
the hash function will be calculated upon this vector. 
The result of this calculation will be compared to the 
stored hash values. 

Possibility of private information misuse de-
creases with a growing number of the used biometric 
attributes.  But a large number of the biometric attrib-
utes may cause it impossible to reconstruct the bio-
metric key, which was used to encipher the stored pri-
vate information. Reason for this is instability of the 
biometric attributes discussed earlier. 

KeyFP

...
KeyV

...

Data D

KeyFP

Encryption DES

Encryption DES
KeyV

)(Df
FPKey

))(( Dff
FPV KeyKey

H
ash m

atch

 
Fig. 2: Encryption with biometric keys 

 

3 ROBUSTNESS 
For the biometric key generation, one question must be 
asked: are there enough entropy points in the biometric 
attributes that can be used to generate a key? We are 



working with the fingerprint and speech technologies 
only, therefore only the estimation of the robustness of 
those two biometric features is discussed. 

3.1    FINGERPRINT BASED TECHNOLOGY 
In the fingerprint technology, there are detected minu-
tiae � points on the papillary lines in the fingerprint. 
Among minutiae, we assume line ending and bifurca-
tion. Let σσσσM be a biological resolution of minutiae and 
σσσσS a resolution of the fingerprint sensor (σσσσM << σσσσS). 
Between two neighboring minutiae �something� must 
exist, what we call antiminutia, i.e. some sort of separa-
tion point. These antiminutiae must exist to let us dis-
tinguish between two minutiae. Further, we assume that 
σσσσM = 0,33 mm and σσσσS = 0,043 mm (for 600 dpi). Within 
an area of 1 mm2 (3σσσσM×3σσσσM) it is possible to place 4 
minutiae without any contact. An area of a rectangular 
shape of 1,0 cm × 1,5 cm (31σσσσM×46σσσσM) is usually ac-
quired. In this rectangle can be placed maximally 368 
minutiae. Generally, we can use following equation for 
computation of minutiae amount: 
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where PM is the number of minutiae in the rectangle of 
size m×n and each fraction is rounded down; M is num-
ber of extracted minutiae. The resolution of the sensor 
σσσσS is better, but we can not get better information than 
the resolution of minutia σσσσM (minutiae recognition as-
sumed) [3]. 

Each minutia consists of three components: 
•  Type ti of minutia (ending, bifurcation) 
•  Gradient 

igr  (angle of papillary line) 

•  Position vector 
ir
r  (x and y coordinates) 

There are 2 (factor 2M) types, 16 gradients (angle step is 
22,5° and the whole scale is 360°; factor 16M-1 � the 
reference minutia has no gradient). In a rectangle of 
1,0cm×1,5cm can be placed (assuming resolution of 600 
dpi) a matrix of 230×350 (=80.500) places, under as-
sumption of existence of minutiae and antiminutia. To 
encode 80.500 places, we need 17 bits, i.e. the factor is 
(217)M-1 (reference minutia has no position). Generally, 
the combination factor is: 

( ) 1117 1622 −− ×× MMM
, 

e.g. for M=12 minutiae, we become 2214 combinations. 

 For the matching, the precise topological resolution 
σσσσS is used. But we use some quantization of topological 
information, σσσσQ = n⋅σσσσM, n = 1,2,… This quantization of 
resolution reduces susceptibility to systematic and sta-
tistical effects (errors). 

Table 1: Combinations for 5 examples of quantization 

Resolution 
σσσσQ = n⋅σσσσM 

Nr. of vectors 
1,0 cm × 1,5 cm 

Number of com-
binations 

n = 1 (0,33 mm) ~ 211 ~ 2177 
n = 2 (0,66 mm) ~ 29 ~ 2155 
n = 3 (1,00 mm) ~ 28 ~ 2144 
n = 5 (1,66 mm) ~ 26 ~ 2122 

The above-described estimation represents the ro-
bustness of fingerprint � keys generated from the fin-
gerprint are robust enough for a symmetrical cryptogra-
phy, therefore the fingerprint biometric keys can only be 
used for the symmetrical cryptography. This estimation 
bases on the assumption that only 12 minutiae from all 
extracted minutiae are selected. In our application, in 
the minutiae extraction stage, there are found approxi-
mately 40 to 50 minutiae. However, from this big 
amount, a subset with of only 12 minutiae is selected. 
Size of the subset plays an important role when generat-
ing a key. When the subset is too large, not the same 
fingerprint biometric key need to be found and when the 
subset is too small, the keys may be vulnerable because 
of their weakness. Closer description of this problematic 
could be found in [2, 3]. 
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Fig. 3: Quantization of minutiae 

3.2      SPEECH BASED TECHNOLOGY 
In the speech technology, there may be extracted some 
feature points too. The main global (independent of 
record length) features are speech frequency, and for-
mant frequencies (which correspond approximately to 
the resonance frequencies of an oral cavity, nasal cavity 



and gorge cavity). The smallest record should not be 
shorter than 2s. Typically, the frequencies lie in these 
intervals: 

•  Speech frequency ≈ 50Hz � 500Hz 
•  Freq. of the 1st formant ≈ 500Hz � 1200Hz 
•  Freq. of the 2nd formant ≈ 1200Hz � 2500Hz 
•  etc. ... 

The formant frequencies are not split equally along the 
frequency axis. The frequencies strongly depend on the 
physiognomy of the vocal tract. It is not possible to 
classify the frequencies exactly. The ranges introduced 
above are only rough. Usually, the ranges may overlap. 
We can compute the factors of each frequency (number 
of bits to save the frequency): 29, 210, 210 and 211, re-
spectively. The combination factor of frequencies is 240 

(multiplication of all factors). 
 Another feature of speech may be a long time aver-
age spectrum. This spectrum in our application consists 
of 10 LP coefficients, each of which is a real number. 
We assume only 2 byte precision (better precision has 
no sense for the key generation � it can differentiate on 
unimportant decimal places), which causes the factor 
216. The result factor of all the long time spectrum coef-
ficients is (216)10. 
 Both factors (the formant frequencies and long time 
LP coefficients) can be multiplied and the result factor 
is (216)10×240 = 2200. This number is near to the result 
factor of the fingerprint. The factor may be even higher 
(it strongly depends on the chosen features). It has the 
same consequence, i.e. the biometric key generated 
from speech is sufficient for symmetrical cryptography. 
In the speech, there is possible to find four (and even 
more) formant frequencies. The amount of long time 
spectrum LP coefficients may be different. In our sys-
tem 10 LPCs are detected and used to generate a bio-
metric key. 

4 CONCLUSION 
The strong security systems play a main role in the 
highly secured objects, devices, buildings or services. It 
is very important to guard such objects as nuclear plants 
or airports. An access to these objects must be very 
strongly protected and the combination of technologies 
like the fingerprint and speech technologies are very 
significant. 

We designed a biometric security system, based on 
fingerprint and speech technologies. Both biometric 

features are suitable for the biometric key generation. 
These biometric keys can be used to symmetrical cryp-
tography (e.g. DES) and these keys can encrypt infor-
mation. The information being encrypted need not to be 
only a text information, but e.g. a private key, generated 
by another application (e.g. PGP). The enciphered data 
information can be stored in an open-access device, 
because everything is encrypted. The decryption is done 
in the same way, but in an inverse sequence. 

This solution has two advantages. The first one is 
that the user needs neither PIN nor password to secure 
his private data. In addition, the second one is the possi-
bility to carry these data on open-access carriers (e.g. 
HDD, USB token, etc.) in encrypted form and the key 
for decryption we carry always with us. To become the 
plain data, you need to have the corresponding biomet-
ric key, of course ☺. 
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