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Abstract

This recherche summarizes various forms of finite automata, which leverage suc-
cinctness and applicability of finite automata, in comparison with the explicit deter-
ministic finite automata. Discussed are common difficulties that arise when using the
succinct forms instead of the explicit one along with state-of-the-art methods that
overcome the difficulties on many practical instances of automata. Finally, modern
practical applications in network security, verification and logics are presented.

1 Introduction

Finite automata are one of the fundamental concepts of the automata theory, which has
already evolved for more than 60 years. The finite automata have found most of their early
interest and practical use in lexical analysis (used most notably in compilers) and later in
verification (LTL model checking, WS1S model checking).

Common practice is to compress the automata in a way that is convenient for ameliorat-
ing the performance of logical operations on the languages of the automata, resulting in more
natural representation and better time and space complexity of automaton synthesis for cer-
tain classes of applications. Several forms of finite automata have been investigated that have
equal expressive power but differ in succinctness, most notable of which are deterministic,
nondeterministic, alternating automata, automata with finite counters and Boolean transi-
tion systems. These succinct forms enable a number of real-world problems to be modelled
by finite automata. However, cost for these benefits is considerable — theoretical bounds
of computational complexity for deciding classical problems (e.g. language containment,
emptiness and universality) is increased, often superpolynomially.

Despite the theoretical bounds of the automata analysis, new techniques are being in-
vestigated, making compromises between succinctness and simulation time. A significant
amount of research is also dedicated to techniques that work effectively for certain fragments
of the problems, which opens space for practical applicability of finite automata in e.g. xml
compression [29], business process analysis [63], network intrusion detection [6, 39], DNA
synthesis [40], string program verification [32].

In addition to the applications resulting from introduction of the succinct forms, the fi-
nite automata theory is further exploited in new related models of automata: finite weighted
[24], asynchronous [66], probabilistic [51], timed [4] or tree [44] automata, research of which
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is driven by new practical applications, e.g. image compression [19], synthesis of distributed
algorithms [61], cursive handwriting recognition [56], verification of systems with microcon-
trollers [23], shape analysis [17].

2 Models of Finite Automata

Automata has been studied for a long time. Initial and most simple definition is what we
nowadays call deterministic finite automata. Due to explosion of automaton state space
for even small practical problems, other more succinct forms with equal expressive power
exist. This section introduces the concept of deterministic, nondeterministic, alternating and
symbolic automata, which all have equal expressive power (they are reducible among each
other), along with short discussion about their applications. All of these forms of automata
process words (strings of symbols from a finite alphabet Σ) and decide containment of the
processed word in a regular language given by the automaton. They are therefore also called
word automata. A word automaton represents a language — a possibly infinite set of words.
It can be viewed as a complete function with signature Σ∗ → {0, 1}.

In the end of the section, the concept of tree automata is shown, which have found their
application e.g. in shape analysis. Tree automata are a generalization of word automata, in
a way that they process trees instead of words (words are isomorphic to unary trees).

A comprehensive reference, which discusses these forms (and also some applications from
the section 4) in further detail, is [25].

2.1 Deterministic Finite Automata

Deterministic finite automaton (DFA) is defined as a tuple M = (Q,Σ, δ, q0, F ) where

• Q is a finite set of DFA states;

• Σ is a finite alphabet ;

• δ : Q× Σ→ Q is a deterministic transition function;

• q0 ∈ Q is an initial state;

• F ⊆ Q is a set of final states.

A configuration of a DFA is a tuple of a state and a word that is left to be processed
by the automaton κ ∈ Q × Σ∗. A transition exists between two configurations (denoted
as κ 7→ κ′) iff κ = (q, aw), κ′ = (q′, w) and q′ = δ(q, a). In other words, the automaton
M processes the first symbol of the input word and transitions from its current state q to
the next state q′ according to its transition function. For simplicity, let us assume that the
automaton is complete, i.e. its transition function is complete1.

A run of a DFA is a sequence of configurations, transitions between which exist κ1 7→
κ2 7→ · · · 7→ κn. Iff κn = (qF , ε), such that qF ∈ F , the run is finalizing. Iff κ1 = (q0, w),
the run is initial. A run that is both initial and finalizing is accepting. It is known that for
a given deterministic automaton M and an arbitrary word w, only one run exists, starting

1Definitions of incomplete automata exist but they are trivially convertible to the complete ones. They
are therefore omitted from this text
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with (q0, w). If the run is accepting, we say that M accepts w, otherwise we say that M
refuses w.

A language of an automaton L(M) is a set of all words accepted by the automaton M:

L(M) = {w ∈ Σ∗ | M accepts w}

Deterministic finite automaton has no memory for the computation history — it acts
depending only on the current state and the current symbol on the input. If we wanted to
simulate the computation of a standard computer, we would need to encode the actual state
of the computer’s memory into the state of DFA. Even with small memories, the number of
states would be unfeasibly huge – 2n, where n is the number of bits in the memory. Therefore,
the practical use of DFA is targeted at other, specialized domains. The domains where DFA
find their usability include among others regular expressions (usually in combination with
NFA) [6, 39], modelling some of the structural constraints in DNA [40], image compression
[19] (with weighted DFA) or texture generation [53].

The advantage of using DFA is fast simulation, language complementation and analysis
of language emptiness and universality. DFA however suffers from some major deficits.
Firstly, they cannot model systems with infinite number of states — models like pushdown
automata or turing machines are used for this purpose, which are out of the scope of this
text. Secondly, the number of states rapidly grows when trying to apply set operations
(union, intersection, complement) on languages of multiple automata, or trying to model
some basic concepts that are nondeterministic by their nature, e.g. iteration in string theory.

2.2 Nondeterministic Finite Automata

Nondeterministic finite automaton (NFA) is defined as a pentuple M = (Q,Σ, δ, Q0, F )
where

• Q is a finite set of states;

• Σ is a finite alphabet;

• δ : Q× Σ→ 2Q is a nondeterministic transition function;

• Q0 ⊆ Q is a set of initial states;

• F ⊆ Q is a set of final states.

The definition differs from DFA in the definition of transition function and set of initial
states.

A configuration of a NFA is defined in the same way as for DFA. A transition exists
between two configurations (denoted as κ 7→ κ′) iff κ = (q, aw), κ′ = (q′, w) and q′ ∈
δ(q, a). The difference from the DFA is that being in a state q, processing the symbol a,
there are more possibilities of a next state q′. This is the first (and the main) source of
nondeterminism.

A run of a NFA is a sequence of configurations, transitions between which exist κ1 7→
κ2 7→ · · · 7→ κn. The run is initial iff κ1 = (q0, w), such that q0 ∈ Q0. The conditions
for finalizing and accepting run remain the same as for DFA. The second source of non-
determinism is visible here — there are multiple initial states q0. For an arbitrary fixed
nondeterministic automaton M and an arbitrary fixed word w, multiple runs may exist,
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some of which may be accepting and the other ones non-accepting (this property is called
ambivalence). If any of these runs is accepting, we say that M accepts w, otherwise M
refuses w.

We say that a transition from a configuration κ = (q, aw) is existential — to claim that
a run from κ is accepting a state q′ ∈ δ(q, a) must exist, such that a run from δ(q′, w) is
finalizing.

Language of a nondeterministic automaton is defined analogically to the definition for
DFA.

Each DFA can be trivially converted to language-equivalent NFA by setting Q0 = {q0}
and setting the resulting values of the nondeterministic transition function to singletons of
the deterministic transition’s resulting values. The inverse conversion is not so easy: well-
known subset construction algorithm is used, which produces DFA with the number of states
upper-bounded by 2n, where n is the number of NFA states. This blow-up of states is called
exponential boom.

NFA are better at modelling algorithms with nondeterministic nature, e.g. pattern
matching of regular expressions such as "prefix.*some.*thing.*suffix" or deciding subset
containment in a set-trie [57]. Moreover, NFA accepting union of languages of two NFA
can be constructed in linear time to the size of the two NFA accepting the operands of the
union. Language emptiness is, as well as for DFA, decided in linear time to the size of the
automaton — it is sufficient to checggk existence of a path in the automaton’s graph from an
initial to a final state (using e.g. depth-first search algorithm from initial states). Language
universality is however PSpace-complete.

Language complement is still an issue — it is proved [34] that no algorithm can be found,
computational complexity of which is generally better than determinization and subsequent
DFA complementation. Therefore, the complement is O(2n) in space and time. Problematic
is also language intersection. The intersection automaton is created using a so-called cross-
product construction and its time and space complexity is O(n1 · n2 · · · · · nm), i.e. for
m automata which are roughly of the same size n, it is O(nm). Solving the containment
problem may also suffer from performance issues, as nondeterministic transition does not
lead to a single state, but instead a track of multiple states must be maintained and when
performing a transition, transitions from all of the maintained states must be performed.
As a compromise between the NFA, which is small in size but slow in containment solving,
and DFA, which is big but decides the containment fast, several approaches for combining
the NFA and DFA have been proposed [6, 39], successfully applied in network intrusion
detection.

2.3 Alternating Finite Automata

Alternating finite automata (AFA) introduce the concept of universal transitions in addition
to the NFA’s existential transitions. With transitions in AFA, we are able not only to
tell that one of the successor configurations must have a finalizing run but also that all
subconfigurations in some of the successor configurations must have finalizing runs. The
purpose of AFA is allowing intersection to be expressed, which will also enables cheap
complement to be performed.

To be able to introduce alternating finite automata, let us first define B+(S), the set of
positive Boolean formulae [27] over S, which are the Boolean formulae of the form ψ ::= s |
ψ1 ∨ ψ2 | ψ1 ∧ ψ2, where s ∈ S. The set of valuations that satisfy ψ is denoted as JψK ⊆ 2S .
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As ψ is positive, JψK is an upward closed set — if a valuation X is contained in JψK, then
also all supersets of X are contained.

Similarly we can define negative Boolean formulae B−(S), which have the form ψ ::=
¬s | ψ1 ∨ψ2 | ψ1 ∧ψ2. For a negative formula ψ, the set of valuation is downward closed —
if a valuation X is contained in JψK, then also all subsets of X are contained.

Alternating finite automaton [18, 27] is then defined as a pentuple M = (Q,Σ, δ, ι, φ)
where

• Q is a finite set of states;

• Σ is a finite alphabet;

• δ : Q× Σ→ B+(Q) is an alternating transition function;

• ι ∈ B+(Q) is a positive formula determining the initial states;

• φ ∈ B−(Q) is a negative formula determining the final states.

A configuration κ is from a domain κ ∈ 2Q×Σ∗, the first component of the configuration
is a cell (a set of states) instead of a state. A transition κ 7→ κ′ exists iff κ = (c, aw),
κ′ = (c′, w) and for each q ∈ c, a valuation v ∈ Jδ(q, a)K exists, such that v ⊆ c′.

A run of an AFA is a sequence of configurations, transitions between which exist κ1 7→
κ2 7→ · · · 7→ κn. The run is initial iff κ1 = (c0, w), such that ι(c0). The run is finalizing if
κn = (cn, ε) and φ(cn). A run is accepting iff it is initial and finalizing. If any accepting run
exists with an initial configuration (c0, w), we say that M accepts w, otherwise M refuses
w.

Alternating finite automata have found their use in formal verification, as they can
cheaply express language intersection and inclusion. Specifically, applications in LTL model
checking and string solvers are striking novadays. The ease of performing complement and
other logical operations on AFA enables advances in pattern matching and its applications
not only for text parsers but also for DNA synthesis [40].

By further leveraging the level of automaton succinctness the efficiency of simulation
suffers again. As well as for NFA, multiple configurations may be achieved at the same
time for a given prefix of the input word. Moreover, a configuration contains a set of states
instead of a single state, as in the case of NFA and DFA. There is an exponential number
of upward-closed subsets of Q and in the worst case all of them must be analysed.

Deciding language emptiness as well as universality of alternating finite automata is
PSpace-complete [33]. Deciding language emptiness will be discussed in detail in the sec-
tion 3. Universality can be checked by language complement (linear time) and subsequent
emptiness check.

2.4 Symbolic Finite Automata

In automata that model practical applications (e.g. regular expression matching), it is a
very common pattern that between some states q and q′, transitions over a huge number
of symbols exist. For example, a comprehensive representation of transition relation of the
minimal DFA for a simple regular expression a.b would contain 28 items for an alphabet of
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all ASCII lowercase latin symbols:

M = ({q0, q1, q2, q3},Σ, δ, q0, {q3})
Σ = {a, b, c, d, . . . , x, y, z}
δ = {

(q0, a, q1),

(q2, b, q3),

(q1, a, q2),

(q1, b, q2),

(q1, c, q2),

(q1, d, q2),

. . . ,

(q1, z, q2),

}

With the growth of the alphabet, automata for such patterns would obviously grow too.
UTF8 can include about 221 characters, so this growth is inacceptable. The use of nonde-
terministic or alternating automata would obviously not be a solution.

The formalism of symbolic automata has been introduced for this purpose. Any of the
DFA, NFA or AFA definition could be modified to be symbolic by replacing the alphabet
Σ in the domain of the transition function by B(Σ), where B(S) is the set of all boolean
formulae over variables S. This way, the set Σ is no longer interpreted as a set of symbols,
but instead as a set of variables. The specific symbols are now actually valuations of Σ,
which is reflected in the following definition of configuration and transition relation. A
configuration of a symbolic DFA is a tuple κ ∈ Q × (2Σ)∗. A transition κ 7→ κ′ exists iff
κ = (q, aw), κ′ = (q′, w) and ∃(q, σ, q′) ∈ δ. σ(a).

To give an example of automaton accepting pattern [a-z] in the ASCII alphabet, we map
the variables Σ to the eight bits of ASCII: Σ = {b0, b1, . . . , b7}. Then, the only transition in
the pattern’s automaton would be guarded by the formula

¬b7 ∧ b6 ∧ b5 ∧ (¬b4 ∨ ¬b3 ∨ (¬b2 ∧ (¬b1 ∨ ¬b0))).

2.5 Transducers, Counting Automata and Tree Automata

The following text briefly introduces other models closely related to word finite automata,
which will be mentioned in the section 4.

Transducers: Nondeterministic finite transducer (NFT) over an input alphabet ΣI and
an output alphabet ΣO is an NFA with the alphabet of the tuples Σ = ΣI × ΣO. If a NFT
accepts a word (a1, b1) . . . (an, bn), we say that it transduces the input word a1 . . . an to the
output word b1 . . . bn. Note that a given input word can be transduced by given NFT to
multiple output words. With a fixed transducer, we define a transducer relation τ : Σ∗I ×Σ∗O
in a way that wIτwO iff wI is transduced to wO. Similarly, deterministic finite transducers
(DFT) are DFA over the alphabet Σ = ΣI×ΣO. Moreover, the transducer relation of DFT is
a function. Each NFT with input alphabet ΣI and output alphabet ΣO can be transformed
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to a DFT with the same input alphabet ΣI and the output alphabet 2ΣO , so that wIτ
′wO

iff wO = {w ∈ Σ∗O | wIτw} and wO 6= ∅ where τ is the transducer relation of the NFT and
τ ′ is the transducer relation (function) of the DFT. The construction is called transducer
determinization and is described in detail in [15].

Counting Automata: Counting automata [58] are a sextuple (Q,V,Σ, δ, q0, F ) where
Q,Σ, q0, F have the same meaning as for the finite automata, V is a set of integer variables
and the transitions are guarded not only by symbols of alphabet but also by a formula in
Pressburger logic over the variables {v, v′ | v ∈ V }. A configuration of a counting automaton
is a tuple (q, β) where q is a state and β is a valuation of the variables V . Initial configuration
is (q0, λx. 0). A transition guarded by a symbol a and a fromula φ from (q, β) to (q′, β′) can
be performed if the symbol on the input tape equals a and φ is satisfied by the valuations
β, β′. The Pressburger formulae therefore serve to both enable transitions and modify the
valuations of V . A special type of counting automata exists — bounded counting automata,
integer variables of which are bounded. Bounded counting automata have equal power to
finite automata and are used for succinctness.

Tree Automata: Tree automata (TA) are a generalization of finite automata. They define
languages of trees instead of languages of words; note that words can be represented as a
special class of trees — linked lists. we will discuss only the basic notion of tree automata,
automata for ranked trees, although there are several other definitions [44], e.g. hedge
automata or tree-walking automata.

A ranked alphabet Σ is a finite set of symbols together with an arity |a| ∈ N for each a ∈ Σ.
A set of finite trees TΣ is the least set containing for each a ∈ Σ and each t1, . . . , t|a| ∈ TΣ also
a(t1, . . . , t|a|). Note that Σ must contain at least one nullary symbol for TΣ to be non-empty.
The nullary symbols are the leaves of the trees.

A nondeterministic finite tree automaton (NFTA) is a quadruple TA = (Q,Σ, δ, F ),
where Q is a finite set of states, F ⊆ Q is a set of final states, Σ is a ranked alphabet and
δ is a transition relation δ ⊆

⋃k
i=0Q

i × Σ × Q, such that for each (q, a, q′) ∈ δ, |q| = |a|.
When processing a tree T ∈ TΣ, the nodes of T get nondeterministically marked by states of
the TA in the following way. Whenever all child nodes of some node a are marked with the
states (q1, . . . , q|a|) and ((q1, . . . q|a|), a, q

′) ∈ δ2, the node a is marked with the state q′. Note
that the leaf nodes of T are marked right away (if a transition ((), a, q′) ∈ δ exists), since
they have no child nodes. The marking then continues in a bottom-up fashion. Whenever
the root node of T is marked with a final state, the automaton TA accepts the tree T . A
language of trees L(TA) over Σ is a subset of TΣ, accepted by the tree automaton TA.

3 Language Emptiness Analysis

Particularly important question in formal verification is, whether the investigated system can
reach a bad state, i.e. a state in which the given property does not hold. If the relevant state
space of the system can be encoded as a finite automaton where the final states are the bad
states determined by the condition, it is a well known fact that the verification question is
decidable. The existence of an accepting path (path from an initial to a final/bad state) can
be reformulated as existence of a word that is accepted by the language of the automaton

2Note that more than one such transition may exist, hence the nondeterminism.
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and therefore as non-emptiness of the language. The verification question that has been
posed is thus equivalent to the language emptiness problem.

As has been already discussed in the previous section, the language emptiness problem
can be solved in linear time for DFA and NFA — by using the depth-first search from the
initial states. For the alternating finite automata, however, the problem is PSpace-complete
[33]. The exponential blow-up of conversion from AFA to NFA is in many cases inacceptable,
therefore a considerable amount of research has been done [22, 27, 32, 20] to overcome the
theoretical bound for real-world instances of the AFA emptiness problem. As the emptiness
checking of AFA is the most interesting problem, the rest of the section will be dedicated to
AFA. We will therefore use the terms initial cells and bad cells instead of initial states and
bad states, as the transition relation of AFA depend on cells (set of states) instead of states
(as it was for DFA and NFA).

The emptiness-checking algorithms proposed by the aforementioned research are based
on modern formal verification techniques (e.g. model-checking, abstraction refinement),
benefitting in addition from the monotonicity property of the AFA transition relation.

Monotonicity: Let us define the subsumption order κ1 � κ2 of configurations (we say
that κ1 subsumes κ2):

(c1, w1) � (c2, w2) iff w1 = w2 and c1 ⊆ c2.

The positiveness of formulae in the AFA transition function yields the monotonicity of
the transition relation: If a configuration κ = (c, aw) transitions into the configuration
κ′ = (c′, w), then all configurations subsumed by κ transition into configurations subsumed
by κ′. Formally,

∀κ1, κ
′
1, κ2. κ1 → κ′1 ∧ κ1 � κ2 =⇒ ∃κ′2. κ2 → κ′2 ∧ κ′1 � κ′2.

The monotonicity property also holds for the transitive closure of the transition relation
and therefore can be used for induction: If a cell c is reachable from an initial cell, then
all supercells of c are reachable and therefore the reachability of the supercells need not
be analysed. Similarly, if a bad cell is reachable from a cell c, then a bad cell is reachable
also from the subcells of c and the bad cell reachability from the subcells again need not be
checked.

3.1 Antichain-based state space exploration

The antichain-based approaches were first introduced in [22] and are based on the idea of
regular model checking. They resemble in a large extent the emptiness checking of NFA.
For NFA, the state space is searched step-by-step from initial states to all reachable states
in a DFS or BFS manner. If a final state is reached during the search, the language is not
empty, otherwise, if all the reachable state space has been already visited, the language is
empty. Another possibility is to search backwards — starting in the final (bad) states and
performing backward transitions to states that have not yet been visited. The language is
not empty if the search reaches the initial state. For AFA, the forward/backward-reachable
cells are analysed instead of states, abusing in addition the monotonicity property of → to
omit the subsumed cells from the search. We say that a cell c1 subsumes the cell c2 iff
c1 ⊆ c2 for the forward search and iff c1 ⊇ c2 for the backward search.
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The forward antichain algorithm holds a frontier T (implemented as a stack for a DFS
of the state space or a queue for a BFS) of cells c ∈ T that are queued for checking if a bad
state can be reached from c. In addition, it maintains a set of cells D, analysis of which
has been already launched. The algorithm starts with T := bJιKc and D := ∅, where bXc is
the set of ⊆-minimal elements from X (note that the ones that are not minimal need not
be analysed due to the monotonicity of →). Then, the main loop follows, in each iteration
of which a cell c ∈ T is moved to D, and replaced in T by its →-successors S. Making use
of monotonicity, before the replacement, the elements of D, T and S are adjusted, so that
D ∪ T ∪ S = bD ∪ T ∪ Sc3. Specifically, all cells in D ∪ T that are supercells of some cell
from S are removed from the corresponding set (D or T ) and vice versa, all cells in S that
are supercells of some cell in D ∪ T are removed. The sets D and T contain cells that are
known to be reachable from an initial cell. Whenever a bad cell is added to T , the language
is claimed to be non-empty. The emptiness is claimed when the frontier T is emptied.

The backward antichain algorithm works (and performs better in many cases) in a similar
fashion, only the frontier is initialized to T := dJφKe (dXe containing the⊆-maximal elements
of X), the maximal cells are maintained instead of minimal ones in the set D ∪ T ∪ S, the
set S contains →-predecessors of c and finally, the language non-emptiness is claimed if ι(c)
for some c being added to T .

Formally, and hiding the implementation details, the two algorithms can be very suc-
cinctly defined (and proved for emptiness) using complete lattices and fixpoints. We refer-
ence the interested reader to [27].

The set of →-successors or →-predecessors can be computed for non-symbolic automata
using a nested for loop, iterating whole alphabet, yielding a symbol a, in the outer loop, iter-
ating the states of the cell c in the inner-loop and unioning their a-successors (a-predecessors
respectively). For symbolic automata, SAT solvers are used for this purpose.

3.2 Combinational synthesis using And-Inverter Graphs

And-Inverter Graph (AIG) [37] is an acyclic directed graph with three types of nodes, each
of which has exact number of incoming edges (fanins) and arbitrary number of outgoing
edges (fanouts): input nodes and constant zero nodes have zero fanins, NOT gates have one
fanin, AND gates have two fanins. Let (x, y) be an edge in the graph from the node x to
the node y. We say that x is the fanin child of y. For a node x, let x1 denote its first fanin
and x2 the second one (if they are defined). Let C(x) represent the set of all fanin childs of
x and let the fanin cone C ∗ (x) be the transitive closure of the function C applied to x.

Let us discuss the semantics of AIG. A unique variable is assigned to each input node.
Let x be an input node, then v(x) denotes its assigned Boolean variable. Each node of the
graph represents a formula in the Boolean logic over the variables assigned to the input
nodes. For a node x, its formula is denoted as 〈x〉 and defined as v(x) if x is an input
node, 0 if x is a constant zero node, ¬〈x1〉 if x is a NOT gate and 〈x1〉 ∧ 〈x2〉 if x is an
AND gate. As the set of connectives {∧,¬} is functionally complete, AIG can express any
Boolean formula. W.l.o.g., the constant zero node is always unique.

There are two main benefits of representing formulae in AIG:

• Sharing of fanin cones — Representation of two formulae f and g by the AIG nodes
xf and xg can share some part of the structure, e.g. for f = v1 ∧ v2 ∧ v3 ∧ v4 ∧ v5 and

3As only the minimal elements are maintained, the set itself is an antichain and hence the name of the
algorithm.
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g = v1 ∧ v2 ∧ v3 ∧ v4 ∧ v6, there can be a node x1 representing the common part of
the two formulae. The node x1 will be the common first child of xf and xg and the
second child will be the input representing v5 or v6 respectively.

• Simplicity — The representation is often very natural. Moreover, there are only three
types of nodes with fixed numbers of fanins, allowing for fast pattern detection in local
structural synthesis and fast and simple SAT solver implementations (which benefit
also from the aforementioned sharing).

Local structural synthesis: The set of all possible structurally different rooted AIG
(structural patterns) with the depth D or less is finite (e.g. for the most usual D = 2, there
are 235 structural possibilities). The depth D is fixed (usually to 2 [14, 37]) and each of
the structural patterns is assigned a restructuring procedure (e.g. ¬¬x → x). Whenever
a node is added to the graph, it first is checked using hashing if there is another with the
same type and the same set of childs. If so, the two nodes represent the same formulae
and are merged — one of them is deleted and its fanout is unified with the fanout of the
other node. Otherwise, the node’s transitive childs up to the depth D are matched to one
of the structural patterns and restructured. New nodes are created during the restructuring
process. The local structural synthesis is applied to them.

SAT sweeping: Not all functional equivalences in the graph are detected using the local
structural synthesis. At certain intervals of AIG construction, the more expensive SAT
sweeping [38, 65] is applied to merge the rest of the functionally equivalent nodes. The
basic idea is as follows. First, a number of random simulations are performed, in each of
which a random Boolean value is assigned to each variable and the functional value of the
formula at each node is computed. The nodes are then grouped to equivalence classes of the
relation ∼, defined in a way that two nodes are ∼-equivalent if the functional values of their
formulae were the same for each of the random simulations. The nodes in the same class
are good candidates to be functionally equivalent. In the same class, the nodes are checked
pairwise for functional equivalence using a SAT solver: AIG representing the XOR formula
is built upon the two nodes and its output is checked with an AIG-specialized SAT solver
(e.g. MiniSat [60]). If the result of the check is UNSAT, the two nodes are functionally
equivalent and can be merged.

Similar approach using BDD was formerly introduced in [37] but due to the BDD explo-
sion, it is reported that the SAT sweeping mostly performs much better in practical cases
[14].

3.3 IC3

The abbreviation IC3 stands for Incremental Construction of Inductive Clauses for Indu-
bitable Correctness. This model-checking algorithm is also known under its alias Property
Driven Reachability, PDR. It has been introduced by Bradley [13] and gained a lot of at-
tention in the community of formal verification researchers. The general idea, based on
abstraction refinement via counter-example analysis, is outlined in the following text for the
domain of transition systems.

Let L be a logic and X be a finite set of variables. Then, L(X) denotes all formulae
of the logic L over the variables X. Further, let JL(X)K denote the set of all valuations of
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variables X in the logic L (e.g. if the logic is Boolean, JB(X)K = 2X). Let ψ ∈ L(X) be a
formula. Then, JψK ⊆ JL(X)K is the set of all valuations satisfying the formula ψ. Let > be
a formula, such that J>K = JL(X)K. For a valuation V ∈ JL(X)K, let [V ] ∈ L(X) denote a
formula that is satisfied just by the valuation V — e.g. for Boolean logic, the formula [V ]
contains either a positive or a negative literal for each variable in X, positive iff v ∈ V .

The apostrophe operator applies to variables (then it is actually not an operator but x′

is a new variable, read as striped x), sets of variables (then, X ′ = {x′ | x ∈ X}) and formulae
— then, ′ : L(X)→ L(X ′) denotes substituing all variables in the formula for their striped
counterparts.

Transition system (TS) over a logic L is a quadruple TSL = (U, I, T, P ), where U is a set
of variables and I, T, P are predicates over the variables, given by formulae of the logic L:

• I ∈ L(U) delimits initial valuations,

• T ∈ L(U ∪U ′) is a transition relation — a formula over the variables from U and their
striped counterparts (representing the successor valuations),

• P ∈ L(U)) is the property, invariance of which we check.

Valuation Vr of the variables U is reachable iff a sequence of valuations (run) V1V2 · · ·Vn
exists, such that

Vr = Vn ∧ V1 ∈ JIK ∧ ∀i ∈ {2, · · · , n}. T (Vi−1, Vi).

The invariance problem is to check if P holds for all reachable valuations.
Similarity of AFA and TS is apparent. The AFA language emptiness problem can be

reduced into the invariance problem of the transition system over the Boolean logic. For
a symbolic AFA M = (Q,Σ, δ, ι, φ), let us define the reduction to TS = (U, I, T, P ). Let
invalid transition be a relation between two cells c1 and c2, such that no symbol a ∈ 2Σ exist,
such that (c1, aw) → (c2, w) for any w. The reduction introduces a sink variable qs, which
gets set whenever an invalid transition is made and never gets cleared (therefore whenever
an invalid transition is in a run, the run is non-accepting).

• U = Q ∪ {qs} ∪Σ — The variables of the U are the states of the AFA, the additional
sink state (which indicates that an invalid transition has been performed somewhere
in the run) and the alphabet.

• I = ι — The initial valuations are directly inherited — note that the alphabet variables
are unconstrained.

• P = ¬(φ ∧ ¬qs) — The investigated property is “not reaching final valuations in a
valid way”. If this property is invariant, the language of the AFA is obviously empty.

• T = q′s ⇔
(
qs ∨

(∨
(q,σ,ψ) ∈δ ¬(q ∧ σ ⇒ ψ′)

))
— The next sink state defines what

are invalid transitions. Invalid are all transitions from valuations that are already
invalid. Invalid are also transitions, where for some tuple of the automaton’s transition
function, the condition q ∧ σ is met but the resulting positive formula is not satisfied
by the next states. Note that there are no restrictions on how the Σ-part of the next
valuation should look — the input symbols are arbitrary.
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Having the reduction of AFA emptiness to TS, let us proceed to the definition of IC3.
The state of the algorithm is a sequence of frames F0F1 · · ·Fk. For all i ∈ {0, · · · , k}, the
frame Fi ∈ L(U) is a formula that over-approximates the valuations reachable in i or less
steps. The valuations of the frames naturally (as the valuations of Fi include valuations
reachable in 0, 1, · · · and i steps) form a chain JF0K ⊆ JF1K ⊆ · · · ⊆ JFkK. The zero frame
is precise, not an approximation, and does not change during the algorithm run: F0 = I.
The other frames get added (i.e. k increments) and refined during the algorithm, so that
1) they would not contain any bad valuations (i.e. Fi =⇒ P for all i <= k) and 2) Fi+1

over-approximated the successors of Fi, formally Fi ∧ T =⇒ F ′i+1 for all i < k.

Top level of IC3: Starting with k := 0 and F0 := I, the algorithm works as follows:

1. Containment of any bad valuation in Fk is checked using a SAT solver4 with the query
SAT(¬(Fk =⇒ P )). If a bad valuation V exists in Fk, it is returned as a witness
of the SAT. The blocking phase (see the algorithm 1) is invoked as ProveReacha-
bilityOrBlock(V, k), in which the reachability of V in k or less steps is proved or
disproved. The frames F1 · · ·Fk get refined during the blocking phase. The reachabil-
ity is disproved when the frame Fk gets refined in a way that it no more contains the
valuation V . This step is repeated until no bad valuation is found in Fk (or until the
reachability of a bad valuation is proved).

2. At this point, all the aforementioned conditions for the frames are satisfied. To speed-
up the convergence of the algorithm, the propagation phase is applied, which tries to
further refine the frames F1 · · ·Fk using a cheap propagation technique.

3. The algorithm converges (and the invariance is proved) if Fi = Fi+1 for some i < k.
Otherwise, k is incremented and the new frame Fk is initialized to cover all valuations
of U: Fk := >. Afterwards, the control flow returns to the point 1.

Blocking phase: Let us define the blocking phase in a recursive way in the algorithm 1.
It takes a valuation V as its argument, along with the index i of the frame that contains
V . The procedure proves or disproves reachability of V in i or less steps. If i = 0, the
reachability is trivially proven. Otherwise, using a SAT solver, the procedure decides if a
transition exists from any valuation Vpre in the frame Fi−1 to the valuation V . If the SAT
solver proves unsatisfiability, V is not reachable in i or less steps because Fi−1 includes all
valuations reachable in i− 1 or less steps and the transition from any of them to V does not
exist. In this case the Fi is refined so that it would not contain the valuation V . Also all
F1 . . . Fi−1 are refined so that they would not contain V because V is unreachable in i or
less steps. Otherwise, if the SAT solver has proved that V has a →-predecessor Vpre in the
frame Fi−1, Vpre is returned as a witness and the blocking phase procedure is recursively
called for Vpre and Fi−1 to prove or disprove the reachability of Vpre.

Let us analyze the formula ψ = Fi−1 ∧ ¬[V ] ∧ T ∧ [V ]′ from the algorithm 1. Satisfying
are all valuations Vpre, V

′
pre of the variables U ∪ U ′ (where Vpre is the valuation of U and

V ′pre is the valuation of U ′), for which

4More generally, an SMT solver is used if the logic L is not the Boolean logic. This is applied to all
notions of SAT further in the text.
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Algorithm 1 Blocking phase

1: function ProveReachabilityOrBlock(V , i)
2: if I(V ) then . Reachable!
3: Reconstruct and print the counter-example and terminate the IC3.

4: repeat
5: let ψ = Fi−1 ∧ ¬[V ] ∧ T ∧ [V ]′

6: Vpre, V
′
pre := SAT(ψ)

7: if the above was UNSAT then
8: Fj := Fj ∧ ¬[V ] for j ∈ 1, . . . , i
9: else

10: ProveReachabilityOrBlock(Vpre, i− 1)

11: until witness is null

1. [V ]′ is satisfied — it means that the V ′pre = V ′, the valuation V ′pre is therefore not
interesting and will be ignored in the sequel (it is actually interesting for counter-
example reconstruction when using generalization but it is out of the scope of the
present text),

2. Fi−1(Vpre) and a transition exists from Vpre to V ′pre,

3. Vpre is not V ′ — note that if the only predecessor of V would be V , the only predecessor
of the predecessor could be again only V , etc. V therefore would not be reachable.
The algorithm would work without this enhancement, but it would perform worse.

Generalization: A drawback of the present algorithm 1 is that it analyses only a single
valuation at a time. In the logics with infinite valuations, the algorithm would not be
guaranteed to terminate. Even in the finite logics (as is the logic of our interest — the
Boolean logic), the algorithm would not perform well in time as well as memory. Introducing
the generalization into the algorithm, it is guaranteed to terminate for some classes of
infinite-state systems (e.g. for well-structured transition systems [36]), while also enhancing
the analysis also for finite-state transition systems.

The implementation of the generalization procedure itself is specific for the given logic L
but its application can be incorporated into the general IC3 algorithm. We define two types
of generalization:

• Witness weakening Genw : JL(U)K × L(U) → L(U) — This generalization is applied
whenever the SAT solver returns a witness V of satisfiability of a formula ψ. The
generalization uses the witness to cheaply find a weaker formula than [V ] (or [V ] in
the worst case), such that Genw(ψ, V ) =⇒ ψ. The formula Genw(ψ, V ) should not
be much more structurally complex than [V ]: e.g. if we chose Genw(ψ, V ) = ψ, the
SAT solving in the IC3 algorithm would become heavy and the overall computation
would resemble the model-checking approaches based on incremental unrolling (e.g.
see the section 3.4). We will show a typical implementation of Genw for Boolean logic
later in the paragraph Generalization for Boolean logic.

• Blocker weakening Genb : L(U) × L(U) → L(U) — This generalization Genb(ν, ψ) is
applied whenever a formula ψ of the form F¬ν∧T∧nu′ ends up with the unsatisfiability
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result. The generalization tries to find a formula νg that is weaker than ν (or ν in the
worst case), such that F ∧¬νg ∧T ∧ν′g would remain unsatisfiable and I ∧νg would be
unsatisfiable. The second condition ensures that the valuations of the generalization
do not overlap with initial states. Note that in the algorithm 2, the generalization
would be removed from the frames F1 . . . Fi. If it overlapped the initial states, the
constraint ∀i ∈ 1, . . . , k. I =⇒ Fi would be thus violated.

Good generalization can result in better refinement of frames and therefore faster con-
vergence. Implementing Genb, one should follow similar advices concerning structural
complexity as for Genw.

The algorithm 1 can be rewritten using generalization, resulting in the algorithm 2. The
type of the procedure’s first argument changes from a valuation to a formula. The top-level
invocation (discussed formerly in the paragraph Top level of IC3) must be also changed
to ProveReachabilityOrBlock(Genw(V,¬(Fk =⇒ P )), k).

Algorithm 2 Blocking phase with generalization

1: function ProveReachabilityOrBlock(ν, i)
2: if SAT(I ∧ ν) then . Reachable!
3: Reconstruct and print the counter-example and terminate the IC3.

4: repeat
5: let ψ = Fi−1 ∧ ¬ν ∧ T ∧ ν′
6: Vpre, V

′
pre := SAT(ψ)

7: if the above was UNSAT then
8: Fj := Fj ∧ ¬Genb(ν, ψ) for j ∈ 1, . . . , i
9: else

10: ProveReachabilityOrBlock(Genw(Vpre, ψ), i− 1)

11: until witness is null

Propagation phase: The propagation phase serves to cheaply refine the frames for faster
convergence of the algorithm. By construction, each frame is a conjunction of subformulae
— see the line no. 8 in the algorithm 2 where the frames are refined by adding subformulae
¬Genb(ν, ψ). For each i = 1, . . . , k, let us decompose Fi = > ∧ ¬ξ1 ∧ · · · ∧ ¬ξn and let us
take an arbitrary subformula ξj . If all predecessors of all valuations of ξj lay out of Fi, the
valuations are unreachable not only in i or less steps but also in i+ 1 steps. The subformula
ξj can be therefore added to Fi+1, refining the (i + 1)-th frame. Moreover, the blocker
weakening generalization can be applied here.

Generalization for Boolean logic: The generalization implementation is dependent on
the logic of the TS (and even in the same logic, multiple generalization function can be
defined). We show an example of a simple and popular generalization approach for the
Boolean logic, which is used e.g. in the ABC tool [14]. The approach is also implicitly
capable to detect and make use of the monotonicity of the transition relation.

• Witness weakening — We have a formula ψ and a witness of its satisfiability — a
valuation V . We set the intermediate result g := [V ]. We iterate through the literals
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Algorithm 3 Propagation phase

function PropagateSubformulae
for i ∈ 1, . . . , k − 1 do

let Fi = > ∧ ¬ξ1 ∧ · · · ∧ ¬ξn
for j ∈ 1, . . . , n do

let ψ := Fi ∧ ¬ξj ∧ T ∧ ξ′j
if UNSAT(ξ) then

Fj := Fj ∧ ¬Genb(ξj , ψ) for j ∈ 1, . . . , i+ 1

of g and try to omit the currently iterated literal in each iteration, checking if the new
g still implies ψ. If the check fails, the last omission is reverted. The check can be
efficiently done using ternary simulation. After the loop, the formula g is the result of
Genw(V, ψ).

• Blocker weakening — We have two formulae: ν and an unsatisfiable ψ, which is in the
form ψ = F ∧¬ν ∧T ∧ ν′. The formula ν was obtained by the aforementioned witness
weakening and therefore it is a conjunction of literals. Initially, we set the intermediate
result g := ν. We iterate through the literals of g and try to omit the currently iterated
literal in each iteration, checking if the two conditions for the blocker weakening still
hold (both the formulae F ∧¬g∧T ∧g′ and I ∧g should be unsatisfiable). If the check
fails, the last omission is reverted. Unfortunately, the ternary simulation is of no help
in blocker weakening and SAT solving must be performed in the check.

Optimized implementations of IC3 for the Boolean logic TS: The two most notable
implementations of the IC3 algorithm for the Boolean logic are in the tools ABC [14] and
nuXmv [16]. The authors of nuXmv admit in [16] that ABC performs better, which is also
indicated by the results of the measurements in [32] where the AFA emptiness problem is
solved with these tools. We will therefore focus on ABC in the sequel.

The ABC tool uses AIG for representing the Boolean formulae (frames, transition re-
lation, delimitation of initial states, the property P and the temporary formulae in the
blocking and propagation phases). Therefore all the techniques for combinational synthesis
discussed in 3.2 are used to simplify the representations. However always applicable, the ex-
pensive SAT sweeping is not used for the temporary formulae. The implementation uses the
MiniSAT [60] solver adjusted for AIG. In addition to the techniques noted in this recherche,
other enhancing ideas have been implemented to ABC, most notable of which are

• Gate-level abstraction [48] — Using the AIG representation of the formulae, when
solving satisfiability, a part of the AIG is abstracted out. The logical values in the
abstract part are unknown and its analysis is ignored — the abstracted part is opted
out and the interface between the abstract and non-abstract part is represented as
primary inputs (where arbitrary values are allowed). If the formula is unsatisfiable
using the abstraction or the unabstracted part of the graph is sufficient to imply
satisfiability, the SAT result is ready-made. Otherwise, the abstraction gets refined
and the SAT procedure continues. This technique is applied not only in IC3 but also
in the sequential synthesis 3.4.

• Localization abstraction [55] — Recall the witness weakening of a valuation V
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which satisfies ψ. The literals of the formula g (initialized to [V ]) are tried to be
omitted and the check of g =⇒ ψ is done by ternary simulation. The literals of
variables which are not present in ψ can be omitted in the beginning without any
check. Therefore some of the computation of the ternary simulation is spared.

• Analysis of Counter-examples To Generalization (CTG) [30] — Recall the
blocker weakening: after omission of a literal, the formula g is checked to be unsatis-
fiable. If it is satisfiable instead, the omission is reverted and we iterate to the next
literal. With the CTG analysis, before reverting the change, reachability of the wit-
ness of the satisfiability (the predecessor of some valuation of g) is analysed and if the
witness is itself unreachable, it can be opted out from the previous frame (along with
its generalization) and the unsatisfiability check is performed again. The reachability
of the witness is analysed only up to a predefined depth (the depth 1 has experimen-
tally shown best results), otherwise, the algorithm tends to analyse and refine many
irrelevant parts of the state space.

Another abstraction-based algorithm, which is specialized for AFA, has been pioneered
in [27] but instead of abstracting the reachable state space, it groups the states of AFA into
a set of partitions, each of which represents a state of an abstract AFA. This abstract AFA
is checked for language emptiness using antichain algorithms and if a counter-example is
found, the partitions are refined if it is spurious or the non-emptiness is claimed otherwise.

3.4 Sequential Synthesis

Sequential synthesis is an older (comparing to IC3) TS verification approach. Similarly to
IC3, the sequential synthesis also makes use of SAT solving but a smaller number of complex
and heavyweight SAT instances is solved in contrast with the bigger number of simple SAT
instances, as was the case for IC3. The sequential synthesis comes under the category of
symbolic model checking algorithms.

Each transition system can be transformed (using a construction similar to the reduction
from AFA to TS [32, 47]) to a transition system, for which

• U = L ∪ J where L is a set of latches and J is a set of inputs,

• I =
∧
l∈L ¬l — all latches are initialized to logical zeroes,

• T = TL ∪ TJ where TL is a total function (L ∪ J)→ L′ and TJ = 2(L ∪ J)× 2J
′
, i.e.

the valuation of inputs J is arbitrary and independent on the previous valuations,

• let B = ¬P be a bad output formula, which represents the valuations that do not hold
the property P ; B contains only the variables L.

The following text informally outlines the verification using sequential synthesis [47],
which is implemented in the ABC tool [14]. For brevity, the operations are not formally
defined and the text often only references the figures 1 and 2 to illustrate the operations
and notation. The transition relation T and the bad output B can be implemented with
AIG, input nodes of which correspond to the variables L ∪ J . The figure 1a illustrates
the construction — the nodes L1 . . . LnJ1 . . . Jn are the input nodes of the AIG. Two or
more (the number is specified by the parameter j) successive applications of the transition
function can be represented by unwinding the AIG, as illustrated in the figure 1b. Note that
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the additional input nodes J21 . . . J2n have been created and the resulting AIG is denoted
G.

B L′1 · · ·L′n

L1 · · ·Ln J1 · · · Jm

B1 L21 · · ·L2n

L11 · · ·L1n J11 · · · J1m

B2 L31 · · ·L3n

J21 · · · J2m

a) b)

Figure 1: a) AIG representation of (T , B), b) Unwinded AIG G for j = 2

The following algorithm works with the parameters j (the number of T unwindings) and
i (the number of G unwindings), which are initially set to some small natural numbers (e.g.
i := 2 and j := 2) and increased over time if the verification fails to decide the reachability
of bad valuations:

1. Unwind the transition relation j times as illustrated in the figure 1b to create the AIG
G. Then unwind the G graph i times, as illustrated in the figure 2a, creating the AIG
H.

2. Let us define the equivalence ∼i over gates of G (illustrated in the figure 2b): As-
suming the input nodes of H which correspond to the latch variables of the TS are
replaced with constant zero nodes, the two nodes x and y are ∼i-equivalent iff they
are functionally equivalent in each of the unwindings G1, G2, . . . Gi. The ∼i-equivalent
nodes are guaranteed to have the same values in the first i valuations of any TS run.
The ∼i-equivalence classes can be detected using SAT sweeping. After determining
the equivalence classes, we replace the latch inputs of H back from constant zero nodes
to input nodes.

3. If any of the bad outputs B11 . . . Bij is not ∼i-equivalent with constant zero, a bad
valuation is reachable in i or less steps. Otherwise, we will try to prove in the step
4 that the bad valuations are unreachable in any number of steps. We set a new
equivalence ∼∗ := ∼i for the first iteration of the step 4.

4. Consequently, we try to prove that the ∼∗-equivalent gates have the same values in any
number of steps. First, we unwind G an additional time, adding Gi+1 to H. Then,
assuming5 that the ∼i-equivalent gates in G1 . . . Gi are functionally equivalent, we
check using SAT sweeping if the equivalence classes are broken or not in the unwinding
Gi+1 (they are broken if the∼∗-equivalent nodes are functionally inequivalent in Gi+1),
see figure 2c. If some of them are broken into smaller classes, we refine the equivalence
∼∗ accordingly and repeat the step 4. Otherwise, two situations may arise:

• The bad outputs B11, . . . , Bij are still in the same class with the constant zero
node — the algorithm successfully terminates, claiming the invariance of the
property P .

5The assumption is made using a technique called speculative reduction [49, 46]
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• Some of the bad outputs is not ∼∗-equivalent to constant zero — one or both of
the parameters i and j are increased (e.g. doubled) and the algorithm is repeated
from the step 1.

G2

B21

B22

G1
B11

0 0 0 0 0

b) c)a)

G1
B11

B12

G2

B21

B22

B12

G2

B21

B22

G1
B11

B12

G3

B31

B32

Figure 2: a) The unwinded G for i = 2 b) ∼i-equivalence classes, c) Refinement of the
∼i-equivalence classes using additional unwinding without the initial latch restriction.

4 Finite Automata Applications

A typical application of finite automata is regular expression matching or its reverse — gen-
eration of words from a regular language, which has found its use e.g. in texture generation
[53], or decompression of images [19]. Advanced high-speed regular expression matching has
been used for network intrusion detection [6, 39]. In verification, well-known are reductions
from satisfiability of formulae in LTL or WS1S logic to AFA. The former reduction is poly-
nomial, the latter is elementary to the number of alternations of negation and quantification
[25]. Other fresh applications in the formal verification are actively investigated, including
string analysis and shape analysis, which are discussed in the rest of the section.

4.1 String Analysis

With the rapid expansion of webs and application of scripting languages, analysis of string-
manipulating programs, i.e. the programs, control flow of which is dependent on strings,
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has gained a significant interest. A popular approach of analysing how strings are being
manipulated is symbolic execution [7, 45, 35, 59], which are based on constraint solvers over
the string domain [3, 5, 26, 42]. The general string solving with naive use of concatena-
tion, string-length comparisons and finite-state transducers yields undecidability [43] but
researchers actively focus this area to discover useful decidable fragments of the theory. In
the present recherche, we will focus on the techniques applied in the string solver Sloth [32],
which was the first practically usable tool able to solve acyclic and straight-line fragments
of the SMT (Satisfiability Modulo Theory [21]) over the string logic constraints. The formal
definition of the two fragments is out of the scope of the present text, for more details, we
refer the interested reader to [32].

The symbolic execution engine takes a program as its input. The string manipulations
in the program (e.g. concatenation, replacement of a regular expression match by a given
string, or extracting the length of a string) are encoded as finite transducers (which are in
the alternating form for succinctness). Assertions in the form of pattern matches, i.e. assert

¬(x ∼ /regex/), are encoded as alternating finite automata. The overall program is then
expressed as a conjunction of the constraints expressed by these automata and transducers.
For the conjunctions that hold the acyclicity or straight-lineness, Hoĺık et al. [32] provides
recipes for combining the present automata and transducers into one multitrack alternating
finite automaton, language of which is empty iff all the assertions are invariantly satisfied.
Otherwise, a descriptive counter-example can be extracted from the accepting run of the
AFA.

To solve the AFA emptiness problem, Hoĺık et al. [32] uses the state-of-the-art AFA
analysis approaches and tools (described above, in the section 3), namely ABC and nuXmv.

4.2 Shape Analysis

The term shape analysis denotes verification of programs using heap-allocated dynamic data
structures. Distinctive features of such programs are:

• pointer variables which reference memory locations in the heap;

• statements for allocating memory locations in the heap and storing pointer to the
location in a pointer variable;

• statements for freeing memory locations referenced by given pointers.

Typical properties of interest concerning the heap-manipulating programs are existence of
garbage (memory that is allocated but no longer referenceable; memory leak), dereferencing
of nil pointers or reading uninitialized memory. Shape invariants of dynamic data structure
(so-called heap graph) can be also verified, e.g. questions can be posed, such as “Is the
memory location referenced by the pointer p a root of a tree? Is it a root of a DAG?”.

Undecidability of shape analysis has been shown in [41, 52]. Several approaches however
exist that are specialized to a decidable fragment of shape analysis or admit the general
undecidability but use over-approximation, providing imprecise, yet conservative results.

Regular model checking: In the automata-based regular model checking approaches, the
program state is encoded as a word (or a tree) that includes information particularly about
the program location, the program stack variable valuations (uninitialized/nil/reference to
a heap graph node) and heap graph, nodes of which represent allocated memory locations,
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edges represent the pointers between the locations. A nondeterministic transducer is gener-
ated from the program. If considering the simplest case, 1-selector-linked structures (linear
and cyclic lists), the size of the program location and variable valuations is bounded, there-
fore encodable into the transducer’s state6. The transducer non-deterministically guesses
the next program location and variable valuations after reading the two portions of the cur-
rent program state. Afterwards, when processing and rewriting the heap graph, the guess
is checked for consistency with the current data in the heap. If inconsistent, a transition to
a nonaccepting sink state is performed. The transducer is capable of detecting nil pointer
dereferencing, read from uninitialized memory or violating the shape invariants. The infor-
mation about the error is then written to the output tape as an invalid state and propagated
through any number transducer applications (tape rewrites).

Recall the notation of a transducer relation τ : Σ∗ ×Σ∗. Problematic (and undecidable)
is the computation of the transitive closure (fixpoint) τ∗(I) of the transducer relation when
applied to the set of initial program states I. For very special classes of programs, the
transitive closure can be computed precisely [1, 2]. In general cases, over-approximating
conservative techniques are being used, based on abstraction refinement [9, 11], extrapolation
and widening [62, 9, 8], regular grammar inference [28], none of which is guaranteed to
terminate if demanding precise results. A related approach using counting automata [58]
abstraction is presented in [10]. The use of counters in automata allows to represent the heap
graph in a bounded way (for 1-selector-linked structures), thus enabling whole program state
to be encoded in the finite transducer’s memory. Although the memory location reachability
problem is still undecidable in general, properties of some special classes of programs can
be proven with counting automata.

Automata based Hoare-style reasoning The reasoning with the Hoare rules is an
approach with theorem-proving flavour. Two predominant paradigms for defining heap
semantics exist:

• Store-based semantics represent the heap as a collection of memory locations, pointer
variables and a mapping from memory locations to memory locations, which describes
edges of the heap graph [64, 50].

• In storeless semantics, every memory location is identified with the set of paths that
lead to the corresponding node in the heap graph. A natural representation of the
set of paths is using regular languages and finite automata [31, 12]. Therefore, this
paradigm is our matter of interest.

The mix of store-based and storeless semantics has been introduced and applied in [54].
Chakraborty [17] presents the basic principle of the approaches based on storeless seman-

tics paradigm by defining a minimalistic simplified alias logic (SAL) and Hoare inference
rules for the logic. Presenting the logic and the rules is beyond the scope of the present
recherche. As Chakraborty [17] states, the Hoare triple is derivable by repeated applications
of given inference rules but the pitfall of the approach is in undecidability of satisfiabil-
ity checking in SAL. The technique is however effectively applicable on several interesting
programs.

6if considering general graph structures, tree transducers are used and the reader is referenced to [11]
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