
Malware Detection Using Context-Free Grammars

Daniel Ovšonka
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This work will discuss two different approaches for using context-free grammars (CFG) for intrusion detec-
tion systems. My PhD thesis deals with malware detection algorithms based on artificial intelligence. Hence,
I would like to show the possibilities that CFG offers in the field of information systems security. Two widely
different examples were picked for better demonstration, where CFG can be used. First example focuses on the
detection of polymorphic malware [1], which represents major problem of the standard detection mechanisms.
Second approach points to the possibility of using probabilistic CFG to detect botnet network traffic [2].

Various kinds of the malicious software continue to spread, despite the use of network intrusion detection
systems, firewalls or antivirus programs. This is mainly due to its inability to detect obfuscated variant of
malware, because of the use of signature based algorithms. In this case, when the original signature of known
attack, which is stored in system database, and the signature acquired while analyzing obfuscated suspicious
data is compared, comparison fails. More advanced methods, which are implemented in commercial detection
systems, usually use heuristic or behavioral analysis. These methods are known because of their high number
of false alarm ratio. This fact forces us to explore new ways of detecting suspicious behavior in network com-
munication or on the host station. This work briefly describes the approach based on the formal models created
by using CFG.

On the other hand, botnets are becoming a major source of distributed denial of service (DDoS) attacks,
spam and other cybercrimes. Botnets have evolved over time into the powerful tools, which use strong en-
cryption algorithms and peer-to-peer technologies. Therefore, detecting and removing botnets is becoming a
challenging and important task for the security experts. Approach, described in this work, uses probabilistic
CFG to represent recursive patterns in botnet network traffic. These formal models are further investigated
using timing analysis.

The main goal of this work is to introduce the basic principles of malware detection methods, based on
formal models represented by CFG. First of all, we will briefly introduce the mathematical definition of CFG
and probabilistic CFG. Then, we will discuss how it can be used for detection of suspicious programs or
suspicious network flows. Two methods were chosen as examples, in order to establish the universality of this
approach.
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